FIG. 2 



DATA STRUCTURE OF SCRAMBUNG KEY LIST DESCRIPTOR 



CA_Ks_List_descriptor() { 




descriptor_tag 


1 BYTE 


descriptor length 


1 BYTE 


for(i=0;i <N; i++) { 




Ks_id 


1 BYTE 


TS packet number 


2 BYTES 


Ks 

} 

} 


8 BYTES 



Ksjd rSCRAMBLING KEY IDENTIFIER 

(TO IDENTIFY SCRAMBUNG KEYS) 

TS_packet_number :THE NUMBER OF TS PACKETS SCRAMBLED 
WITH THE Ks 

Ks :SCRAMBLING KEY 



FIG. 3 



STORAGE ECM 



SECTION HEADER 


8 BYTES 


ECM 


FIXED PORTION 
(SCRAMBLING KEY ETC.) 


26 BYTES 


MAIN BOD^ 






VARIABLE PORTION 

(VARIOUS FUNCTIONAL INFORMATION) 




-s 


TAMPERING DETECTION 


4 BYTES 


SECTION CRC 


4 BYTES 



TABLE IDENTIFIER 


1 BYTE 






EXTENDED TABLE IDENTIFIER 


2 BYTES 







ADDED 



SCRAMBLING KEY 
LIST DESCRIPTOR 



CD 



FIG. 7 



SCRAMBLING KEY LIST 



Ks_id 


1 


TS packet number 


100 


Ks 


Ks 1 


Ks_id 


2 


TS packet number 


100 


Ks 


Ks2 


Ks_id 


3 


TS packet number 


100 


Ks 


Ks3 


Ks_id 


4 


TS packet number 


100 


Ks 


Ks4 




00 

d 



FIG. 9 



( START ) 

I ACQUIRE CONTENT | 

i ^ 

I CONVERT THE CONTENT INTO TS PACKETS | 



I ACQUIRE A SCRAMBLING KEY \ 

T ^S4 



GENERATE A SCRAMBLING KEY LIST BASED 
ON THE SCRAMBLING KEY 



S5 



SCRAMBLE THE CONTENT CONVERTED INTO TS 
PACKETS BASED ON THE SCRAMBLING KEY LIST 



GENERATE A NORMAL REPRODUCTION ECM AND 

A STORAGE ECM INCLUDING THE SCRAMBLING KEY LIST 



S7 



ASSOCIATE/ATTACH THE SCRAMBLED CONTENT WITH/TO 
THE NORMAL REPRODUCTION ECM, MULTIPLEX IT WITH THE 
STORAGE ECM TO PRODUCE A TS, AND BROADCAST THE TS 



1 



FIG. 10 



( START ) 

I RESET THE TS PACKET CUMULATIVE NUMBER INTO ZERO| 



ARE THERE UNPROCESSED 



...^^TSPAC 


KETS?^,.,,..-^---'''''^ 

^S13 




ACQUIRE ONE UNPROCESSED TS PACKET AND 
COUNT THE TS PACKET CUMULATIVE NUMBER 








^S14 


EXTRACT THE SCRAMBLING KEY CORRESPONDING TO 
THE TS PACKET NOW BEING PROCESSED FROM THE 
SCRAMBLING KEY LIST, BASED ON THE TS PACKET 
CUMULATIVE NUMBER 



, X ^ 

I SCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEYI 



" 7^ 

( END ) 



FIG. 11 



( START ) 

1 ^ 



RECEIVE A TS, DISTINGUISH A NORMAL REPRODUCTION 
ECM AND A STORAGE ECM, SEPARATE THE STORAGE 
ECM AND SCRAMBLED CONTENT 






^S22 



I STORE THE STORAGE ECM AND THE SCRAMBLED CONTENT | 



( END ) 



FIG. 12 



( START ) 

i _^S31 



EXTRACT THE SCRAMBLING KEY LIST FROM THE STORED 
STORAGE ECM 



^S32 



1 HOLD THE EXTRA CTED SCRAMBLING KEY LIST \ 

^S33 



DESCRAMBLE THE STORED SCRAMBLED CONTENT BASED 
ON THE SCRAMBLING KEY LIST 



S3 4 



I REPRODUCE THE DESCRAMBLED CONTENT 
( END ^ 



FIG. 13 



( START ^ 

1 ^ 

I RESET THE TS PACKET INDEX INTO ZERO| 




ACQUIRE ONE UNPROCESSED TS PACKET 
AND COUNT THE TS PACKET INDEX 



^S44 

EXTRACT THE SCRAMBLING KEY CORRESPONDING TO 
THE TS PACKET INDEX 



I 



^S45 



DESCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEY | 



7^ 

( END ^ 



FIG. 16 



( START ) 




ACQUIRE ONE UNPROCESSED TS PACKET 
AND COUNT THE TS PACKET INDEX 




yes 



^ ^S44 

EXTRACT THE SCRAMBLING KEY CORRESPONDING 
TO THE TS PACKET INDEX 



^S45 

I DESCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEY | 



( END ^ 



o 





:nt 




■D CONTE 




—1 


EPARATION UNIT 


CQ 
< 

o 




00 
00 

h- 




o 




CD 




2oo 



o 




T 




1— 






LING KEY LIST 
JATIGN UNIT 




NERATION UNr 


SCRAMBLING KE 
ACQUISITION UN 


ZOL 




SCRAME 
GENEF 




ECM GE 




^ -2L 



< z: 

LXJ o 

< Q- 
D. ca 



Q I- 
< a. 



< =) 
o 

CO 



O LU ^ 

2 iZ o 



^ z: < 



5 z 

L LU 



—I 

CD >- 

<^ 



<lI;q 

cc:\v_j 
<-> o 



o 

CM 

CD 



FIG. 21 



SCRAMBLING KEY LIST 



Ks Id 


0 


Ks 


Ks 1 


Ks id 


1 


Ks 


Ks 2 


Ks id 


2 


Ks 


Ks 3 


Ks_id 


3 


Ks 


Ks4 


Ks id 


4 


Ks 


Ks 5 


Ks id 


5 


Ks 


Ks 6 


Ks id 


6 


Ks 


Ks7 


Ks id 


7 


Ks 


Ks 8 


Ks id 


8 


Ks 


Ks9 


Ks id 


9 


Ks 


Ks 10 


Ks id 


10 


Ks 


Ks n 


Ks id 


11 


Ks 


Ks 12 


Ks id 


12 


Ks 


Ks 13 


Ks id 


13 


Ks 


Ks 14 


Ks id 


14 


Ks 


Ks 15 


Ks id 


15 


Ks 


Ks 16 



CM 
CM 

CD 




FIG. 23 



( START ^ 

, i 

I ACQUIRE CONTENT | 

i ^ 

I CONVERT THE CONTENT INTO TS PACKETS | 

, i ^ 

I ACQUIRE A SCRAMBLING KEY | 

yS4 



GENERATE A SCRAMBLING KEY LIST 
BASED ON THE SCRAMBLING KEY 



^S51 



SCRAMBLE THE CONTENT CONVERTED INTO 

TS PACKETS BASED ON THE SCRAMBLING KEY LIST 



GENERATE A NORMAL REPRODUCTION ECM AND A 
STORAGE ECM INCLUDING THE SCRAMBLING KEY LIST 



ASSOCIATE/ATTACH THE SCRAMBLED CONTENT 
WITH/TO THE NORMAL REPRODUCTION ECM, 
MULTIPLEX IT WITH THE STORAGE ECM TO PRODUCE A 
TS, AND BROADCAST THE TS 



( END ) 



FIG. 24 



( START ) 




ACQUIRE ONE UNPROCESSED TS PACKET 
AND READ THE VALUE OF CC 



1 ~S63 



CALCULATE A SCRAMBLING KEY IDENTIFIER 
FROM THE VALUE OF CC 








^S64 


EXTRACT THE SCRAMBLING KEY CORRESPONDING TO THE TS PACKET 
NOW BEING PROCESSED FROM THE SCRAMBLING KEY LIST, BASED ON 
THE SCRAMBLING KEY IDENTIFIER 




f ^S65 



I SCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEY | 



1 



( END ) 



FIG. 25 



( START ) 



EXTRACT THE SCRAMBLING KEY LIST FROM THE 
STORED STORAGE ECM 

HOLD THE EXTRACTED SCRAMBLING KEY LIST | 

I ^S71 



DESCRAMBLE THE STORED SCRAMBLED CONTENT BASED 
ON THE SCRAMBLING KEY LIST 



I REPRODUCE THE DESCRAMBLED CONTENT | 
( END ) 



FIG. 26 




ACQUIRE ONE UNPROCESSED TS PACKET 
AND READS THE VALUE OF CC 



^ ^S83 

CALCULATE A SCRAMBLING KEY IDENTIFIER 
FROM THE VALUE OF CC 

EXTRACT THE SCRAMBLING KEY CORRESPONDING 
TO THE SCRAMBLING KEY IDENTIFIER 

1 ^S85 
I DESCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEY | 



FIG. 28 



DATA STRUCTURE OF SCRAMBLING KEY LIST GENERATION DESCRIPTOR 



CA_Ks_Listlnfo_descriptor() { 




descriptor_tag 


1 BYTE 


descriptor length 


1 BYTE 


Ks_id 


1 BYTE 


TS_pacI<et number 


2 BYTES 


Ks 

} 


8 BYTES 



Ksjd iSCRAMBLING KEY IDENTIFIER 

(TO IDENTIFY SCRAMBLING KEYS) 

TS_pacl<et_number :THE NUMBER OF TS PACKETS SCRAMBLED 
WITH THE Ks 

Ks :SCRAMBLING KEY 



FIG. 29 



NORMAL REPRODUCTION ECM 



SECTION HEADER 


8 BYTES 


m 


FIXED PORTION 




n 


(SCRAMBLING KEY ETC.) 


26 BYTES 








> 






z 






DO 






O 
D 


VARIABLE PORTION 




-< 


(VARIOUS FUNQIONAL INFORMATION) 






TAMPERING DETECTION 


4 BYTES 


SECTION CRC 


4 BYTES 



TABLE IDENTIFIER 


1 BYTE 






EXTENDED TABLE IDENTIFIER 


2 BYTES 







SCRAMBLING KEY 
LIST GENERATION 
DESCRIPTOR 




o 

CO 




CO 

CD 



FIG. 32 



( START ) 
ACQUIRE CONTENT J 

>S2 



X 



I CONVERT THE CONTENT INTO TS PACKETS 



S3 



I ACQUIRE A SCRAMBLING KEY | 

J- ^' 



GENERATE AUXILIARY INFORMATION BASED 
ON THE SCRAMBLING KEY 



yS92 



SCRAMBLES THE CONTENT CONVERTED INTO TS 
PACKETS BASED ON THE AUXILIARY INFORMATION 



S93 



GENERATE A NORMAL REPRODUCTION ECM AND 
ADD THE AUXILIARY INFORMATION TO THE 
NORMAL REPRODUCTION ECM 



^S9 4 



ASSOCIATE/ATTACH THE SCRAMBLED CONTENT 
WITH/TO THE NORMAL REPRODUCTION ECM TO 
PRODUCE A TS, AND BROADCAST THE TS 



i 

( END ) 



FIG. 33 



( START ^ 



RESET THE TS PACKET CUMULATIVE NUMBER INTO ZERO] 




ACQUIRE ONE UNPROCESSED TS PACKET AND COUNT 
THE TS PACKET CUMULATIVE NUMBER 



i ^ 

EXTRACT THE SCRAMBLING KEY CORRESPONDING TO 
THE TS PACKET NOW BEING PROCESSED FROM THE 
AUXILIARY INFORMATION, BASED ON THE TS PACKET 

CUMULATIVE NUMBER 



I 



SI 05 



SCRAMBLE THE TS PACKET WITH THE SCRAMBLING Ke7] 



( END ) 



FIG. 34 



( START ) 

RECEIVE A TS AND SEPARATE A NORMAL REPRODUCTION 
ECM AND SCRAMBLED CONTENT 



STORE THE NORMAL REPRODUCTION ECM 
AND THE SCRAMBLED CONTENT 




1 ^sn3 




EXTRACT AUXILIARY INFORMATION FROM 
THE NORMAL REPRODUCTION ECM 




i ^sn4 


GENERATE A SCRAMBLING KEY LIST BASED 
ON THE AUXILIARY INFORMATION 



1 ^s^^5 

I HOLD THE GENERATED SCRAMBLING KEY LIST | 



( END ) 



FIG. 35 



( START ) 

^S121 

DESCRAMBLE THE STORED SCRAMBLED CONTENT 
BASED ON THE SCRAMBLING KEY LIST 

I REPRODUCE THE DESCRA MBLED CONTENT | 

^ 

C END ) 



FIG. 36 



( START ) 

1 ^1 

I RESET THE TS PACKET INDEX INTO ZERO| 

yS132 




S133 



ACQUIRE ONE UNPROCESSED TS PACKET 
AND COUNT THE TS PACKET INDEX 



EXTRACT THE SCRAMBLING KEY CORRESPONDING 
TO THE TS PACKET INDEX 



1 , 

DESCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEY j 



CO 
CO 

d 



CO 

uu . ci 
cQ a: Q 

^ LU oi 

^ 5 — 

Z 2 >- 

LlJ LU 

> m ^ 

^>'=^ 
Q uj UJ 

< X ^ 
CO I- ^ 

q; ^ > 

LU >- LU 

^ o 

5 s y 

sis 

iSi 

Q fcJJ Q 

LL. H Q 

q: 

O a 

3Ff 
^ o 

3 LU z 

S > 
(/) o ^ 



St 



Q 
O 



2 CM 

ID >- 



> 



2 (M 



h- 
o 



@ 



o 

I— 2 ixi 
T5 < Q 

■a S < 

O (J uj 
2: ^ 
O IXl Q- 
X 00 

u. H i- 

ii£ 
|S3 



0 



i5 c\j CO 



>- 



Q 
Q 
O 



O 

I- 



15 

to 1, 



0 



2 
< 



CO 



I- 
z 
o 



"Eg 

O Zi Q. 
■ h- DO c/J 
c 2 

CU < LU 

S6f 

^ 00 ^ 

O LU — 

a: X O 
u_ I- < 
in s_ — I 
m ^ 

^ ^ Qc: uj 
S5 o t= Q 
5 Q ^ < 

< ZD O UJ 



i§ 

m o 
>■>->- 

LU LU UJ 



^ CQ CD CQ 

2 2 IE 

Qc; ck: Qc: 
CO o u o 

h- t/5 CO CO 
D_ <u O 



</) CO w 



:2 Q. 
I I 



0 



O 







V- 




03 


O) 


J3 


X3 


E 


E 


ZJ 


13 


c: 


C 


^1 




0) 




O 


o 




^ Q. 


1 1 

to CO to 


1 1 

Ui Ui V) 


i^l 1- Is^ 





Q 
Q 
< 



O 



Q 

ID 



® 



FIG. 42 



( START ) 

, i 

I ACQUIRE CONTENT | 

i ^ 

I CONVERT THE CONTENT INTO TS PACKETS 
I ACQUIRE A SCRAMBLING KEY i 



^8141 

SCRAMBLES THE CONTENT CONVERTED INTO TS 
PACKETS BASED ON THE SCRAMBLING KEY LIST 

I GENERATE A NORMAL REPRODUCTION ECM | 

i ^ 

ASSOCIATE/ ATTACH THE SCRAMBLED CONTENT WITH/ 
TO THE NORMAL REPRODUCTION ECM TO PRODUCE A TS, 
AND BROADCAST THE TS 



( END ) 



FIG. 43 



( START ^ 
_1_ 



RECEIVE THE FIRST TS PACKET AND SEPARATE A NORMAL 
REPRODUCTION ECM AND SCRAMBLED CONTENT 



HAVE HDD 1 204 STORE THE NORMAL 
REPRODUCTION ECM OF THE FIRST TS PACKET 



152 




RECEIVE ONE SUCCESSIVE TS PACKET AND SEPARATE A 
NORMAL REPRODUCTION ECM AND SCRAMBLED CONTENT 



I STORE THE SCRAMBLED CONTENT ^ SI 55 



KEY CHANGING JUDGEMENT UNIT 1 202 COUNTS THE TS PACKET 
INDEX AND CHECKS THE SCRAMBLING CONTROL FLAG 




KEY CHANGING JUDGEMENT UNIT 1 202 PASSES THE TS PACKET 
INDEX TO THE SCRAMBLING KEY LIST GENERATION UNIT 1 205 



ECM INTERPRETATION UNIT 1 301 PASSES THE SCRAMBLING KEY THAT HAS BEEN 
USED UNTIL NOW AND THE SCRAMBUNG KEY THAT WILL BE USED FROM NOW ON 
TO THE SCRAMBUNG KEY LIST GENERATION UNIT 1 205 



.SI 59 



SCRAMBLING KEY LIST GENERATION UNIT 1 205 
UPDATES THE SCRAMBLING KEY LIST 



.81510 




KEY CHANGING JUDGEMENT UNIT 1 202 PASSES THE TS PACKET 
INDEX TO THE SCRAMBLING KEY LIST GENERATION UNIT 1 205 



SCRAMBLING KEY LIST GENERATION UNIT 1 205 
COMPLETES THE SCRAMBLING KEY LIST 

i " 

I HOLD THE GENERATED SCRAMBLING KEY LIST f -^ 

(^JND^ 



81514 
81515 



FIG. 44 



( START ) 

DESCRAMBLE THE STORED SCRAMBLED CONTENT 
BASED ON THE SCRAMBLING KEY LIST 

I REPRODUCE THE DESCRAMBLE D CONTENT | 



C END ^ 



FIG. 45 



( START ) 
I RESET THE TS PACKET INDEX INTO ZERO | 




ACQUIRE ONE UNPROCESSED TS PACKET 
AND COUNT THE TS PACKET INDEX 



EXTRACT THE SCRAMBLING KEY CORRESPONDING 
TO THE TS PACKET INDEX 



I 



I DESCRAMBLE THE TS PACKET WITH THE SCRAMBLING KEyI 



( END ) 



CD 



OO CO 00 
LU UJ LU 

OQ DQ CQ 
OJ OJ CM 



^1 



i 



~ Si o 



t/) LU ^ LU ^ 

UJ d; O S O 
cat; r) Qi :3 q: 
3 1- u- p: Li. 

h- O Q O Q 

O D. UJ q; LU 

CL. — H- h- 

— LU 2: UJ z 

>- 3: =3 ^ ZD 
ul F= O H O 

Z O CO O 
LU H ^ I- 

Q ^ LU 2: LU 



y Q- CQ CL. DO 



) ^ 2 <; Z 

- Ll_ LU -J lU 
i LU X LU X 



n5 

u CO 



